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YTunuta APS

[aHHbin pa3gen noceaAweH nporpamme APS. APS paclumdpoBbiBaeTcs Kak
Anti Port Scanner. OCHOBHO€e Ha3Ha4eHMe YTUANTbI COCTOUT B
NPOCAYLINBAHMNM HECKObKMX COTEH NOPTOB (ONMCaHHbIX B 0OGHOBAAEMOWN
6a3e gaHHbIX NPOrpamMMbl), UMUTaALMM HaMYMA Ha HUX YA3BMMbIX CEPBMCOB
M aHann3a BCex MOAKAHYEHMI MO 3TUM NopTam.

Ha3zHauyeHMe yTUNNTbI U pellaeMblie 3agaum

OCHOBHbIM Ha3HaYeHMEeM JaHHOW NPOrpaMMbl ABAAETCA ObHapy>KeHue
xakepckux atak. Kak n3sectHo, nepou ¢ha3on 60blLNHCTBA XaKepCkmx aTtak
ABNIAETCA NHBEHTapM3aLuma CeTU N CKaHMPOBaHWE NOPTOB Ha OBHapPy>XEeHHbIX
xocTax. CKaHMpoOBaHVe NOPTOB MOMOraeT MPON3BECTN OnpejesieHne Tuna
onepauyoHHOW cncTeMbl 1 OBHaPY>XXMTb NOTEHLMANBHO YA3BUMbIE CEPBUChI
(Hanpumep, nouty unn WEB-cepsep). [1ocne ckaHMpoBaHMa NOPTOB MHOTMeE
CKaHepbl NPOU3BOAAT ONpeJesieHne Tuna cepeunca nytem nepegaym
TECTOBbIX 3aMNPOCOB N aHann3a oTeeTa cepsepa. Ytunurta APS nposoanT
0obMeH C aTakyroLwuM 1 NO3BOAAET OJ4HO3HAYHO NaeHTUdNLMpoBaTb GakT
ataku. Kpome 310ro, HasHayeHneM yTuanta npegHasHaveHa:

e [1na obHapy>xeHMa pa3HOro poja aTak (B mepByto ouepesb
CKaHVMpPOBaHMA NOPTOB N NAEHTUDMKALUN CEPBMCOB) N MNOABNAEHNS B
CeTV TPOAHCKMX Mporpamm 1 ceTeBbix YepBel (B 6aze APS 6onee COTHM
NMOpTOB, UCMONb3yeMbIx YepBsiMu 1 Backdoor - koMnoHeHTaMw)

e [InA TeCcTMpoOBaHUs cKaHepOB NOPTOB U ceTeBoWn HesonacHocTn. Ans
npoBepKn paboTbl ckaHepa HEOBXOAMMO 3anyCTUTb Ha TECTOBOM
komnbtoTepe APS 1 NpoBecT CKaHMPOBaHWe MOPTOB - MO NPOTOKO/IAaM
APS HeTpyAHO yCTaHOBUTb, Kakve NPOBEPKN NPOBUAUT CKaHep W B
KakoW nocsiefoBaTelbHOCTH

e [1nA TEeCTUPOBaHMA N OMNepaTMBHOro KOHTPOA 3a paboTon Firewall. B
3TOM cnyyae ytuamta APS 3anyckaeTcs Ha KOMMbloTepe ¢
ycTaHoB/eHHbIM Firewall n npoBoanTCs ckaHMpOBaHWe NOPTOB U (UK
nHble atakun) npotus K. Ecan APS BbigaeT curHan TpeBoru, To 370
SBNAETCA CUrHaAoM O HepaboTtocnocobHocTn Firewall nam o ero
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HernpaBuAbHOW HacTponke. APS MOXeT 6bITb MOCTOAHHO 3anyLueH 3a
3aWmeHHoM npy nomowm Firewall komnbtoTepe aAna KOHTpPoOAsA 3a
ncnpaeBHbIM GyHKLMOHMpoBaHKe Firewall B peanbHOM BpeMeHu

» bnokmpoBaHua pabotbl ceTeBbIx YepBen 1 Backdoor mogynen n nx
obHapy>eHue - NpuHUMN obHapy>xeHna n 610KMPOBaHMA OCHOBAH Ha
TOM, YTO OAMH W TOT->KE€ NOPT MOXET ObITb OTKPbLIT Ha NPOC/AYLLMBaHME
TOJIbKO OAWNH pa3. CregoBaTesibHO, OTKPbITUE MOPTOB, NCMOb3yeMbIX
TposiHCKMMK 1 Backdoor nporpammMamu go nx 3anycka nomeLuaet nx
paboTe, nocne 3anycka - npuBeaeT K 0bHapy>KeHUto dakTa
MCMoONb30BaHMA NOpTa APYron NMporpaMmMon

e TeCTMpPOBaHUA aHTUTPOAHCKUX N aHTUBUPYCHbIX Nporpamm, cuctem IDS
- B 6a3e APS 3an10xxeH0 bonee COTHM NOPTOB Hanbosee
pacnpoOCTPaHeHHbIX TPOAHCKMX NporpaMm. HekoTopble aHTUTPOAHCKNX
cpeacTtBa 06nasatoT CMOCOOBHOCTLIO NPOBOAUTL CKaHMPOBaHWE NOPTOB
nposepsemoro MK (uam cTponTb CNMCOK NPOCAyLMBaeMbIX MOPTOB 6e3
ckaHvpoBaHusa npu nomowm APl Windows) - Takvne cpeacTBa AO/KHbI
coobuwatb 0 NOAO3PEHUN Ha HaNNUMe TPOAHCKNX NPOrpamMmbl (C
BbIBOAOM CMMCKa "NOAO3PUTENbHBIX" MOPTOB) - MOJAYYEHHbIW CMNCOK
Nerko CpaBHUTbL CO CMNCKOM NopToB B H6a3e APS un caenaTb BbIBOAbI O
HaAe>XHOCTb NPUMEHAEMOro CpeAacTBa

OCHOBHbIM JOCTOMHCTBOM NPOrpaMmebl ABAAETCA Manoe notpebaeHne
pecypcoB - NporpaMMa He Harpy>aeT NpoLeccop v NpakTU4eckn He
MCMONb3yeT CUCTEMHbIE PeCcypCbl. ITO CBA3AHO C TeM, YTO NporpamMmma
OTKpbIBaeT ONnuncaHHble B 6a3e AaHHbIX MOPTbI Y YXOAUT B XAYLLMN PEXMM,
BbIXOAA M3 HEro ToNbKO B MOMEHTbI 0bpalleHns K NpOoCayLLNBaeMbIM
noptam (310 oTamyaer ee ot Firewall, KoTOpbIN aHann3MpyeT KaxAbIn
NPUXOAALLNIA N YXOAALLMA NaKeT).

YTnnuta ans obHapy>XeHns cCKkaHMpOBaHWA MOPTOB NpejHa3HayeHa Ans
peLueHns 3ajay:

e ObHapyxeHusa dpakTa ckaHnpoBaHus noptos (TCP, UDP) n paccbiiku
UDP broadcast naketoB an1a 3agaHHbix nopTtoB. Cnncok
NpoC/ayLBaeMbIX MOPTOB 3ajaH B 6a3e faHHbIx popmata XML. Mpwn
YCTaHOBJ/IEHUWN COeMHEHNA NPOorpaMmMa MOXeT UMUTUPOBATb OTBET
cepBepa (NepesaBaeMble B KauecTBe OTBETa AaHHble XpaHATCA B 6ase
AaHHbIX HacTpoek). [porpaMmma cofep>XmT HacTpanBaeMblin GUABLTP,
KOTOPbIV MO3BOASET UTHOPUPOBATb MOMbITKN CKAHNPOBAHWNA MOPTOB C
3a/laHHbIX XOCTOB UK CeTel;

e BeseHnsa NnpoTOKOAMPOBAHMA NOMbLITOK CKAHMPOBAHMA NOPTOB
(TEKCTOBbIV MPOTOKOJI, pasjenuntens nonen - Tabynaums);

e lNepepaun onoseLLeHN aAMUHUCTPATOPaAM NPU MOMOLLMN SNEKTPOHHOMN
noutbl uan NET SEND. AaMUHUCTpaTOp MOXXET HacTpansaTtb
NepuoANYHOCTb N COCTaB NepeAaBaeMou B MMcbMe MHbopMauuy;

e [lepesaun gaHHbIX O NOMbITKaX CKaHMPOBaHUA NOPTOB cayxbe SysLog
Ha 3aZlaHHbIX cepBepax;

» BegeHvsa getanvsnpoBaHHOWN CTaTUCTMKM MpoLecca CKaHMPOBaHMA



NOPTOB ANA KaXA0ro xocta n nopta. CtaTUcTMka MOXeT
NpPoOCMaTpuBaTbLCA B peasibHOM BPEMEHWN UAU SKCMOPTUPOBATLCA B
TEKCTOBbIN paunn;

e O6Hapy>xxeHua nonbiTok atak DoS (oTkas B 06cay>KMBaHWM) Ha
npoc/ylwmnBaemMble NopTbl;

e bnokunpoBaHua paboTbl onncaHHbIX B 6a3e HacTPOeK TPOAHCKNX
nporpamMm (MCnonb3oBaHWe NPOCAYLLIMBAEMbIX MPOrPaMMON NOPTOB
APYTMMU NPUNOXKEHUAMU HEBO3MOXHO);

Mporpamma He MOANDULIMPYET CUCTEMHBIE HACTPOWKM U peecTp, MO3TOMY He
HY>ZaeTca B MHCTaNNAUUN N AenHcTannaumn. lNMporpamma MoxeT
3anyckaTbca 13 tobon nanku.

Bo Bpema paboTbl nporpamma co3gaeT MKOHKY B tray, npu obHapyXeHunn
CKaHVpPOBaHMA NOPTOB BKAKOYAETCA aHMMaLMsA NKOHKW, BblJAeTCAa 3ByKOBOW
CUrHa/, BO3MOXEH aBTOMaTUYECKNI BbIBOA Ha 3KPaH r1aBHOrO OKHa
nporpaMmsl (peakumsa nporpaMMbl OnpeaenaeTcs HacTponkamm). Hactporku
nporpamMmmbl xpaHatcs B INI danne aps.ini - MO3TOMY MOXHO HacTPOUTb
nporpaMMy 1 KONMpoBaTb ee BMeCTe C HaCTPOMKaMMU.

MpuHUMnbl pa6oTbl

MpuHUMN paboTbl NporpaMMbl OCHOBaH Ha NPOCAYLUINBAHMUM NOPTOB,
onuncaHHbIx B 6a3e gaHHbIX. ba3a gaHHbIX NOPTOB OH6HOBASETCA N ecan Bam
M3BeCTeH MOpPT, NCNONb3yeMbln TpoaHckou nan Backdoor nporpammon,
npwvcbinante ero MHe - s gobasto ero B 6a3sy gaHHbIx. ba3a gaHHbIX
COZLePXXNUT KpaTKoe OMnmncaHmne KaXkaoro nopTa - KpaTkve onncaHmna cogepskart
WAN Ha3BaHWA NCMOb3YHOLLMX MOPT BUPYCOB, NN Ha3BaHWe CTaHAAPTHOrO
cepBMca, KOTOPOMY 3TOT NMOPT COOTBETCTBYET. [Tpn 06Hapy>KeHUW NOMNbITKM
NOAKNHOYEHMA K MPOCAYLUMBAaEMOMY NOPTY Nporpamma dukcmpyet dakT
NOAKNHOYEHMA B NPOTOKOAE, aHaIM3MPYeET NONyYeHHbIe NOC/ie MOAKAHOYEHMA
AaHHblE 1 ANA HEKOTOPbIX CEPBMCOB NepeaaeT Tak Ha3biBaeMblii baHHep -
HeKOTOpbIN Habop TEKCTOBBIX AN BUHAPHbIX AaHHbIX,NepeAaBaeMbIX
peasbHbIM CEPBUCOM MOC/E MOAKIOYUEHMS.



