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JokyMeHTaumns no APS

FnaBHoOe OKHO NporpamMmbl

[naBHOe OKHO nporpamMmmbl (pI/IC. 1) COAEPXKUT YeTblpe 3aknagkn, Ha KOTOPbIX 0To6pa>|<ar0Tca BC€ OCHOBHble JaHHble U HaCTpOI;IKVIZ

CHcTeMa oGHAPYHe HHA CHAHMPOBAHMA NOPTOR

Mafn  CepeMc  Cnpaeka

MopTel TCE | Moptel UDP | Cratkctveas | KirHopupyerele [F

MopT |OnM|:aHHe |CTE[THI: |ﬂDI‘IDJ’IHMTEJ’IbeIB CEEOEHWA ”~
1 TCP-MUEX - TCF Fort Service MulBeneTca HagnoaeHue =
7 Echo TCF/IP (Sxo-0TEeT Ana npBeneTca HagnwaeHMe

11 SwsStat \Benatcd HaGnwaeHMe

4 Cepeuc Discard BeneTca HaGnwAEHME

13 Cepeuc Day Time BeneTca HagnwaeHue

15 Metstat eneTCs i THORHHE

17 Cepeuc Quote of the Day (uxTaTiBeneTtcd HaGNHwAEHME

19 CharGen (leHepaTtop cumecnoeBeneTca HaGNwaeHKE

20 Cepeep FTF BeneTca HagnwaeHMe

21 Cepeep FTP Tpeeora - xakep !Nl [127.0.0.1 localhost

2z S5H-cepeep BeneTca HaGnoaeHK1e _

23 Cepeep Telnet Tpeeora - xakep Il 127.0.0.1 localhost P
£/ Llg) *

Flood
CESpoc COCTOAHKMA TREEOTH Daos

MopTes: 203/TCF, 65/UDP

Puc. 1 TnaBHOe OKHO Nporpammsl

e [loptbl TCP - Tabavua npocaylmnsaemblx noptos TCP/IP

e [optbl UDP - Tabanua npocnywmsaembix noptos TCP/UDP

e (CTaTnCTUKa - cTaTUCTMYecKas MHPOPMaLIMA O 3aperncTpMpoBaHHbIX MOMbITKax CKaHMPOBaHWA MOPTOB
L]

WNrHopupyewmsie IP - cnvcok IP agpecos, ckaHMpoBaHWe C KOTOPbIX AOMYCTUMO (OHO He GpUKCUPYeTCs B MPOTOKOJIE U He MPUBOANT
K BblZaye CUTHaN0B TPEBOTY)

3aknapka "MopTtbl TCP"

3aknagka "MopTbl TCP" coaep>KMT CNUCOK NMOPTOB, MPOCayLWMBaembix Nporpammoin. Ctonbel, "Mopt" oTobpaxkaeT Homep NopTa, cTonbel
"OnuncaHne" coaep>XXunT KpaTkoe TEKCTOBOE OnmncaHmne (HO MOXeT peAakTMpoBaThCs Noab3oBaTenem B daine HacTpoiikm). Ctonbel,
"OnwncaHune" Kak NpaBuIo COAEPXKUT Ha3BaHWNe CepPBICa, MCMONb3YHOLLEro AaHHbIV MOPT (MU Ha3BaHUE TPOSIHCKOW MpOorpammsl, Ans

KOTOPOW faHHbIV MOPT ABASETCA MOPTOM Mo yMonuaHmio). Ctonbel, "Cratyc” oTobpaaeT cTaTyc JaHHOTo nopTa. Bo3aMoxHbI ciegytome
COCTOAHUS:

® Begetcs HabatogeHve. ITOT CTaTyC 03HayaeT, YTO MOPT YCMeLHO OTKPbIT NPOrpamMMoit 1 BeAeTcs HabatofeHWe 3a ero CoCTofHMEM;

e [lopT 3aHAT gpyror nporpammoi. O3HavaeT, uto yTuamte APS He yaanocb OTKPbITb NOPT (OTKPbITb MOPT HEBO3MOXHO, €C/n OH
NCMO/b3yeTcs APYroin paHee 3anyLieHHON NporpamMmmon);

e Tpesora xxx !. O3HauaeT, 4To OHHapy>KeHa NoMbITKa NOAKAOUEHMS NO AaHHOMY NopTy. Ha mecTe xxx uget dopmynnposka
cobbiTna. Ecam B onncaHum Bctpevaetcs otMmeTka "DoS", To 370 03HayvaeT, YTO MO MHEHWIO MPOrPaMMbl MO AaHHOMY MOPTY
nposegeHa nonbitka DoS ataku;
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e HabntoaeHwe 3anpelyeHo. O3HauaeT, UTo B HaCTPOLiKax 3arnpeLLeH KOHTPOJIb 3a AaHHbIM nopToM. MporpaMma He nbitaeTcs
OTKPbITb A@HHbIV MOPT M He OTCAIEXMBAET €ro COCToAHMe. 3anpeLLeHHble K UCnob30BaHUio APS nopTbl onucbiBatoTcs B daine
aps_dp.xml

Cronbeu, "[lononHnTenbHas MHGOPMaLMA" COAEPXUT YTOUHAOLLME JaHHble O NOCAeAHEN MOMbITKe CKaHNMPOBaHWA faHHoro nopta. Kak
MWHUMYM Tam oTobpaxkaetcs IP agpec atakytowjero. Kpome Toro, B JaHHOM cTonbLe oTobpaxaroTcs JOMONHUTENbHbIE JaHHbIe
(AOMeHHOE 1M#A aTakyHLLLero xocta u T.n.).

Cronbed "MomnbiTka" oToBpaxaeT KOANYECTBO 3apPernCTPMPOBaHHbIX MOMbBITOK CKAHWPOBaHMWS aHHOTO NMopTa C MOMEHTa 3arnycka
nporpaMmbl WV NOCAeAHero copoca CTaTUCTUKN.

3aknaaka "Moptbl UDP"

3aknagka noptel UDP aHanornyHa 3aknagke noptsl "TCP" 3a nckatoveHnem Toro, 4to B ctonbue "MopT" kpome HoMepa nopTta MoxeT
oTobpaxaTbcs bykBa "B" - npu3Hak TOro, UTo NO AaHHOMY MOPTY PpUKcMpyeTcs Npuxog Broadcast naketos.

3aknaaka "Cratucrtuka"

CoAep>knT CTaTUCTUKY MO KaXAOMY M3 XOCTOB, C KOTOPbIX 3aUKCMPOBaHbI MOMbITKM CKaHMpPOBaHWA nopToB. CTaTUCTUKa BEAETCA C
MOMeHTa 3arnycka NporpamMMbl WM C MOMEHTa NocaeAHero copoca cratucTuki. CoAepXUT creaytoLlye cTonbub:

IP - IP agpec aTakyroLero xocta;

XocCT - JOMEHHOe UM# aTakyHoLLLero XocTa;

Kon-Bo nonbITok - oTobpakaeT Tekyllee 3Ha4YeHne cHeTHMKa NOMbITOK CKAHMPOBaHWA MOPTOB, MPOU3BEAEHHbIX C JaHHOTO XOCTa;
Mogo3peHuns DoS - koaMyecTBO NOAO3peHuI Ha ataky DoS;

MopTbl - KONYECTBO aTakOBaHHbIX MOPTOB (€CAM 3aPpUKCMPOBaAHO CkaHWpoBaHue 6onee 3-5 NOPTOB, TO MOXXHO NPaKTUYECKN
O/IHO3HaYHO rOBOPUTH O LieSieHanpaBaeHHOM CKaHUPOBaHUW NOPTOB)

KHorka "Cépoc ctaTucTvkun" npegHasHayeHa Ans cbpoca HaKoMIEHHOM CTaTMCTMYeCKOl nHbopMaLmm (Mpu 3ToM Tabavua Ha 3akiaake
"Cratuctuka" ounuiaetcs). Mepes cOPOCOM CTaTUCTMKM BblAAeTCA OKHO C 3aNpoCOM O NOATBEPXKAEHMN onepaLmu.

KHorka "CoxpaHeHwne cTaTUCTUKK" 3anpaluvBaeTcs msa dainna Ans COXpaHeHUs TeKCTOBOro daina ¢ Nogpo6HON CTaTUCTUKOMN.

KHonka "MogpobHocTn No atake" BbIBOAWT Ha 3KPaH OKHO C AeTa/lbHbIM TEKCTOBbLIM ONUCaHMEM CTaTUCTMKW MO TekyLemy XocTy (B
CTaTUCTVKE NEPEUNCIAIOTCA BCe aTakoBaHHbIE MOPThI C YKa3aHMeM KOAMYeCTBa NOMbITOK CKaHMPOBaHWsA U nonbiTok DoS atak). TekctoBas
nHdOopMaLma B JaHHOM OKHe MOXeT BbITb ckornmpoBaHa B 6ydep obmeHa.

3aknaaka "UrHopupyembie IP"

Copep>xuT cnuncok IP agpecos, ¢ KOTOPbIX AOMYCKAeTCA CKaHMpOBaHWe NopToB Ha gaHHoM (K. Mpu nonbiTke ckaHMPOBaHUA MOPTOB C
OAHOrO M3 NepeuncieHHbIx B cnucke IP agpecos nporpaMmmMa ycTaHaBAMBaeT COejMHEHNe, MPON3BOANUT MMUTALMIO CEPBUCA U T.M., HO
baKT ckaHMPOBaHUSA He CUUTAETCHA XaKepPCKOW aTakow - OH He PerucTprpyeTcs B NPOTOKONAX W CTaTUCTMKe, He cpabaTbiBaeT Bblgaya
CurHana TpeBoru, CKaHMPOBaHWe MOPTOB He OTMeyaeTca Ha 3aknagkax "Moptel TCP" n "MopTel UDP".

B cnncok nrHopupoBaHua pekomeHayeTcs 3aHecTu IP agpeca aAMUHUCTPATOPOB CeTW ANA UCKAOUeHMA cpabaTbiBaHWA NPOrpamMMbl.

Cronbel, "IP/macka" copepxuT IP agpec 1 macky (Macka MOXeT OTCyTCTBOBaTb). Macka NO3BOASIET BHECTU B CMNCOK UTHOPUPOBAHMA
noAceTb. MNpu OTCYTCTBUM Mackn CpaBHEHMWE afpecoB A0 NOJAHOMO coBnageHus. Mpu 3aaHHOM Macke cpaBHeHWE aapecoB NAeT NOBUTHO
- CPaBHMBAOTCA TOIbKO BUTbI aApecoB, A KOTOPbIX COOTBETCTBYHOLWMIA BUT Mackun paBeH "1".

T.e. ycnosue cpaBHeHUA UMeET BUJ;
([IP aTakytowtero] and [macka] = [IP cnucka urHopuposanus] and [macka)).
Jlerko 3ameTuTb, 4to Macka 0.0.0.0 NnpuBeaeT K MTHOPUPOBAHUIO CKaHMPOBaHMA MOPTOB CO BCEX BO3MOXHbIX aJpecoB.

Mpurmep: HeOH6XOAMMO UrHOPUPOBaTL CKaHNPOBaHWe NOPToB ¢ agpecos 172.20.97.1 no 172.20.97.255. B atoM cnyyae 3agaem IP =
172.20.97.0 n macky 255.255.255.0

Mog Tabanuen NpaBua UTHOPUPOBAHUA HAXOAATCA KHOMKK "[ob6aButb", "N3meHnTb" 1 "Yaanuts". Mpu HaxaTum kHonku "[o6aBunTb'
oTObpaXkaeTcs OKHO BBOAA HOBOFO YC/IOBUA UTHOPUPOBAHWA, MPU HaXaTuu KHOMKKM "I3MeHWTL" - OKHO pefakTVpOBaHWA TeKYLLEro
ycnoBus, "YaanuTe" - Npon3BoaUTCA yAaNneHne TekyLLero ycnoBus Nocae 3anpoca NogTBEPXKAEHWS Ha yaaneHue.

Bce n3MeHEeHWs B CNUCKe UTHOPUPOBaHWUSA HEMEAIEHHO COXPAHAIOTCA B HAaCTPOWKax nporpaMmsl (paiin aps_il.xml).

HacTponka nporpamMmbi

Hactpoiika

HacTpoWika nporpammsl NPOV3BOANTCS B A4MaNOrOBOM OKHe "HacTpoiika", KoTopoe Bbi3biBaeTcs U3 NyHKTa MeHto "Cepsuc/Hactpoiika".
Bce HacTpoiku nporpaMmbl CrpynnMpoBaHbl Mo rpynnam B BUAE APEBOBUAHOIO CNWCKa-HaBUraTopa, pasMeLLLeHHOro B 1eBOM YacTu
OKHa (0bpaTnTe BHUMaHWe, YTO Takas OpraHM3aLma OkHa HacTpoek noasunace B Bepcun 1.70+). Mpwn HaxkaTnm kHonku "OK" ananorosoe
OKHO 3aKpblBaeTcs, BCe CAeaHHble HAaCTPOMKM BCTyNatoT B AeCTBUE M COXPaHAOTCA B daiiie HaCTpoek nporpammbl aps.ini. Mpwu
HaXkaTun KHonkum "OTMeHa" MPOUCXOAMNT 3aKpbITUe OKHa M OTMeHa BCeX CAeNaHHbIX B JaHHOM OKHE U3MEeHeHUIA.



®daitnbl KOHhUrypaumm nporpamMmmbl

Bce HacTpoliku nporpamma xpaHuT B darinax, pacnosioXeHHbIX B TOM-Xe AUPEKTOPUM, YTO U MCNONHAEMbIN dalia NnporpaMMbl:

chaﬁn ||Ha3Hal-|eHMe

|aps.ini ||Co,qep>KV|T BCE HaCTPOWKMN MpOorpammbl

aps.log MpoTokon paboTbl MporpaMmel. Pasgenvtenem nosein npoTokona ABASETCA 3HaK TabyALMK, YTO yNpoLLaeT aHanu3
npoTtokona B excel.

aps.xml basa gaHHble C onncaHeM NOPTOB, MPOCAYLLNBaEMbIX Nporpammoit. Meproanyeckn obHosasieTca. Paiin umeet popmat

XML

AHasior aps.xml, HO CoAepP>XXUT NopThl, A06aBAEHHbIE NO/Ib30BaTENEM NPOrpaMMbl. B CyLLIHOCTV Nonb3oBaTeb MOXeT
aps_usr.xml||pegaktmpoBatk aps.xml, Ho aps.xml nepnognyeckn obHOBAAETCA Pa3paboTUMKOM MO Mepe NOABIEHNS HOBbIX TPOSAHCKUX
nporpamm. Paiin umeet popmat XML

Hactpoliku ¢punbtpa - Coaep>XuT CNmMcoK XOCTOB, CKaHNPOBaHWeE NOPTOB C KOTOPbIX UTHOpupyeTcsa. Painn nmeet popmat

ilxml
aps_ilxml |l

Hactporiku ¢unbTpa - Coaep>KnT CnMcok NopToB, KoTopble NnporpammMe APS 3anpelleHo npocaywmeate. Paiin nmeet

aps_dpxm| bopmat XML

O6Lwue HacTponkmu

3aknaaka "O6uwme HacTpomku"

Ipynna "ObLume HacTPOMKN" COAEPXKMT ObLLMe HAaCTPOWMKKM NMporpamMmsbl U HTepderica. B gaHHOM rpynne HaxoauTcs kateropws
"NHTepdenc”

Kateropus "NHTepdenc” cogepxut creayrolime HacTponKu:

e [lepekntoyatens "3ByKOBOW CUrHaN NPy 0BHapy>XeHUW aTakn" - eCin NepekatovaTeslb BKAKOUEH, TO NPUY KaXA0W nonbiTke
CKaHVPOBaHUsA NPOCAYLLUMBAEMbIX NMPOTPaMMOW NMOPTOB BbIAAETCA 3BYKOBOW CUTHaJ, 3anucaHHbIn B daine "alarm.wav" (370t daiin
MO>HO 3aMeHWTb CBOMM 3BYKOBbIM daitnom popmata wav). MNpun ycTaHOBKe NporpaMMbl Ha cepBepa pekOMeHAYeTCs OTKAOUNTb
3ByKOBOE OMnoBeLleHue.

e [lepekntoyatensb "PackpbiBaTb OKHO MpoOrpamMmmbl Npy 0BHapy>XeHUK aTakn” - eC/in OH BKJIKOYEH, HO NPY OBHaPY>XeHUM NMOMbITKM
CKaHVpPOBaHWs NMOPTOB NPOU3BOANTCH aBTOMAaTMYeCKoe 0TOBPaXKeHme rNaBHOro okHa nporpammbl. He pekomeHrgyetcs npm
MCNoJb30BaHMM NPOrpaMMbl Ha cepBepe.

e [lepekatoyatenb "ABTO3amyck NPOrpaMmbl NMpu cTapTe CUCTeMbl” ynipaBaseT aBTo3arpyskol nporpaMmel. Ecan nepekatovatens
BKJ/IFOYEH, TO NPW COXPaHEHMN HaCTPOeK B peecTpe CO3JaeTcsa KAtoY 414 aBTo3arnycka nporpaMmbl
(HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run, 3HaueHune c umeHem APS). Mpu oTkAtoUEeHUN
nepek/toyaTeNs KoY aBTo3arnycka yjanfercd B MOMEHT COXpaHeHMA HacTpoek Nporpammbl

e [epekntoyatens "CopTMpOBKa CNMCKa MOPTOB MOC/E WX 3arpy3kn” BKAOUYaeT aBTOMaTUYeCKyHo COPTUPOBKY 6a3bl MOPTOB MO
HoMepy nopTa (B MPOTVBHOM C/lyyae NOopTbl OTOOpaxaroTca B NopajKe vx crefoBaHNa B 6a3e AaHHbIX)

e [pynna "Topsaune knaBuLWK" NO3BONSET BKAKOUNTb M HACTPOUTb F106aNbHbIE A1f CUCTEMbI COYETaHUA KNaBULL, KOTOPbIe
ynpasaaroT APS. PekomeHayeTcs ncnonb3osaTtb CIOXHble codeTanuns (Hanpumep: CTRL+ALT+SHIHT+<knasuwa>) ana
YMEHbLLUEHWA BEPOATHOCTU KOHPANKTA C APYTVMU NPUAOXKeHNAMM B cucTeMe. CoveTaHme KaaBuL paboTaeT TONbKO B TOM C/yyae,
€C/In nepey, HUM YCTaHOBJIEH MepektoyaTeb. B HacToAWMA MOMEHT NpeAyCMOTPEHO CledytoLuMe HacTpavBaeMble ropayme
KNaBULLIK:

o Cbpoc cocToaHMA TpeBOrn. HaxxaTne 3Toro coyetaHMa KnaBuULL aHaNOTMUYHO HaXaTuHo Ha KHOMKY "CHpoc coCcTosHMA
TpeBorn" Ha rnaBHOM OKHe MporpamMmmsl

o OTKpbITUe/3aKpbiTMe OKHa. HaxaTne 3Toro coyetaHma KAaBuMLL aHaIOMVYHO LKy MbILbIO MO MKOHKe nporpammbl B Tray -
€C/IN OKHO BUAMMO, TO OHO CBOpaumBaeTtcs B Tray 1 Hao6opoT.

OnoBeweHune

3aknagka "OnoBeweHue no cetn”

3aknagka "OnoBelleHWe No ceTn" CoAep>KNT HaCTPOIKM ONOBELLEHNS aiMUHUCTPATOPOB Mo ceTv. OnoBelleHne No ceTn BeAeTca
nocpeACcTBOM OTMNPaBku coobLueHui Ha mailslot ¢ umeHem "messngr" 1 no cyTu ABAAeTCA aHanorom BbinoaHeHns koMaHabl NET SEND.

Coaep>XuT cnegytolme HacTPONKM:

e [lepekntoyatens "Vicnonb3osatb onoseteHne no cetn (NET SEND)" ynpaBaseT BkAtoUeHMEM/BbIKIFOYEHNEM pexXmMa
onoselLleHre no ceTu;

e [one "MK agMUHNCTPATOPOB" COAEPXUT CMINCOK MMEH KOMMbIOTEPOB aZMUHUCTPATOPOB (MO OAHOMY afpecy B KaXon CTpoke).
CnesyeT 3aMeTUTb, UTO HEOHXOAMMO yKa3zbiBaTb MMeHHO NetBios nmeHa MK agmMuHmcTpaTopos, a He ux IP agpeca;

e Yucnosoe none "OTnpaBafTb COOOLLEHMS He Yallle, YeM OAMH Pa3 B XXX MUHYT" - 3aflaeT UHTepBas MexXay coobLeHnAMHU C
nHdopmaLme ob atake. MNepBoe coobLieHNe OTNPaBAAETCA HEMEANEHHO NPV OBHaPYXKEHUM aTaku C KaxXA0oro HOBOro XOcTa.
Ecnn ataka npogonxkaetca AnnTesbHOe BpeMs, TO COOBLLEHNA OTNPaBAAIOTCA Yepes 3afjaHHble MHTEPBabl BPEMEHU - Kaxzjoe
HOBOE MUCbMO COAEPXMUT MHPOPMALIMIO Ha MOMEHT ero oTnpaBku. PekomeHayeTca 3agaBaTb nHTepBan He MeHee 5-15 MuH, B
NPOTMBHOM C/lyyae AAWTEbHOE CKaHUPOBaHWe NOPTOB NPUBEAET K OTNPaBKe 601bLIOTO COOBLLEHMA, UTO MOXET Bbl3BaTb
cntyaumto DoS Ha MK agmuHmucTpatopos.



e [epekntoyatens "OTNPaBAATb COOBLLUEHNS ANA KAXKAOTO COBbITUA" MO YMONUYAHMIO BbIKNHOUEH W ero BKAOUEHME He
pekoMeHgyeTcs. [pu ero BKIOUYEHNN COOBLLEHMS OTNPABAAIOTCA /1 KaXA0ro CObbITUS CKaHMPOBaHMA MOPTOB U cofepKaT He
CTaTMCTUKY 06 aTakytoLmX, a aHHbIe O KaXAOM KOHKPETHOM cKaHMpoBaHMW. OnacHOCTU JaHHOTO peXKMma COCTOUT B TOM, YTO
ckaHunpoBaHue MK ckaHepom Tvna XSpider navm aHanornyHbix BbidbiBaeT He MeHee 2000 cobbiTnini. OTnpaBka Ha Kaxzaoe 13 Hux
COOBLLEHNS CO34aeT Cepbe3HbIli CETEBON TPadWK U CYLLLECTBEHHO 3aTPyAHSAET paboTy Ha MK agMUHUCTPaTOPOB M3-3a MNONYYEHNS
HenpepbIBHOrO NOTOKa COOOLLEHWNN.

KHorka "TecTMpoBaTh HacTpoliky" No3BOASET NPOTECTUPOBATL MPaBUABHOCTb HACTPOVKU OTMPABKN OMOBELLEHWI MO CETU - MPU HaxKaTUn
Ha 3Ty KHOMKY nporpaMma oTnpaeaseT TeCTOBOe COObLLeHMe B COOTBETCTBUM C TEKYLLMMMN HACTPOMKaMM.

3aknaaka "3anucb B SysLog"

3aknagka "3anuck B SysLog" cogep>xut HacTporiku nepegauv nHbopmaumm cyxbe SysLog cepeepos. Cnyxba SysLog ncrnonbsyetcs B
OCHOBHOM Ha Unix, npuHLuMn paboTbl cy>K6bl OCHOBaH Ha npocaywmBaHum nopta 514 UDP - npu nonyveHnn coobLueHny no gaHHoMy
MOPTY OHV 3aM1CbIBAtOTCA B MPOTOKOJ Ha cepBepe - AaHHas cyx6a oueHb yA06Ha 4151 NPOTOKONVPOBAHNS Pa3/IMUHbIX COBbITUNA.

CoAep>XuUT cresyroLme HaCTPOMKM:

e [lepekatoyatens "Vicnoab3oBaTh 3anuck B Syslog Ha ykasaHHbIX cepBepax)” ynpaBasieT BKAHOYEHNEM/BbIK/IFOUEHNEM PEXMMA
OTNpaBKN MHPOPMaLMKM ans cryx6bl Syslog;

e [lone "Aapeca cepBepoB” COAEPXKMT CMNCOK afpPECOB CepBEpPOB (MO OAHOMY aApecy B KaXAoN cTpoke). PekomeHayeTcs ykasbiBaTb
IP agpeca cepBepoB, a He NX JOMEHHbIE UMEH3;

® Yucnosoe nose "OTnpaBisTh COOBLLEHNSA HE Yalle, YeM OAUH Pa3 B XXX MUHYT" - 33JjaeT MHTEPBaN MeXay COOBLLEHNAMU C
nHdopmaLmei ob atake. MNepBoe coobLieHNe OTNPaBAAeTCA HEMeANeHHO NPV 0OBHaPY>XXeHUM aTaku € KaxXA0ro HOBOro XocTa.
Ecnm ataka npogosixaetcs AanTenbHoe Bpems, TO COObLLeHNs OTNPaBAAOTCA Yepes 3ajaHHble MHTepBasibl BPEMEHW - Kaxzioe
HOBOE MNCbMO COAEPXMT MHPOPMaLIMIO Ha MOMEHT ero oTrnpasku. PekoMeHayeTcs 3agaBaTb UHTepBaa He MeHee 5-15 MuH, B
NPOTVBHOM CNyyae ANNTeNbHOEe CKaHMPOBaHVe NOPTOB NPUBEAET K OTNpaBke 60/bLLIOrO COOBLLEHI, UTO MOXET Bbi3BaTb
cutyaumto DoS Ha cepBepe nav nepenoaHeHnto npoTtokona Syslog.

KHonka "TecTupoBaTb HacTpOViKy" NMO3BOASET MPOTECTUPOBATbL NPaBUALHOCTb HACTPONKM OTNPaBkK MHbOPMaLMK Ans cayx6bl Syslog -
MPU HaXxaTuy Ha 3Ty KHOMKY MPOrpamma OTMPaBJ/IfeT TECTOBOe COOBLEHNE B COOTBETCTBUM C TEKYLLMMM HAaCTPOMKaMU.

3aknagka "OnoBeweHue no Email”

3aknagka "OnoseweHne no Email" cogep>xuT HacTpONKM onoBeLLeHMs aZMUHUCTPATOPOB MO 3NEKTPOHHOM nouTe. OnoBeleHne
BbICbIIAETCS B BUAE NUCEM C MHbOPMaLMeR O aTakyroLMX B aApec OAHOMO WIN HECKOIbKMX afMUHUCTPATOPOB.

Cofep>uT cnegytolme HacTPOMKM:

e [epekntoyatens "cnonb3oBaTb ONOBELLEHNE MO 3NEKTPOHHON NoYyTe" ynpaBaseT BKAOUYEHNEM/BbIKAOUYEHNEM pexnma
ornoBeLLeHne MO 31EKTPOHHOM MOYThI;

e [lone "NoyToBbIV CepBep" coAepXUT NosHoe umsa uam IP agpec noutoBoro cepeepa. PekomeHgyeTcs ykasbiBaThb IP agpec, T.k.
CKaHMPOBaHWe NOPTOB MOXET COMPOBOXAATLCA aTakol cepBepa NoxHbIMU DNS oTBeTamy;

e [one "appec oTnpaBuUTeNns" COAEPXKNT MOYTOBbLIN agpec, OT UMEHN KOTOPOTro MPOU3BOAUTCS Nepesaya Nicbma C OrNoBeLLeHNEM -
MHOrO€ NOYTOBbIE CepBepa MPUHMMAIOT NOYUTY TO/IbKO OT "CBOUX" NoAb3oBaTenew;

e [lone "appeca afiMMHUCTPATOPOB" COAEPXKUT CMIMCOK aApecoB aAMUHNCTPATOPOB (MO OAHOMY aZpecy B KaXAOW CTPOKe);

Mone "3aroNoBOK NMCbMa" COAEPXKMT 3aro/I0BOK MMCbMa. 3aro/I0BOK MPOM3BOJIbHbIN, PEKOMEHAYETCA B 3aroNoBKe NcbMa
yKaszaTb UMSA WK afpec cepBepa A/11 YNPOLLLEHMA COPTUPOBKMN MUCEM C COOBLLEHNAMU MPOrPaMMBbl;

e [lepekntovatens "[leTannsaums Nucbma” No3soaseT BbI6paTh CTeMNeHb AeTannsaumm nHpopmaummn B nucbme. JlonyctuMo asa
BapwmaHTa - "Toabko cnucok atakyrowmx” 1 "Cnmcok atakyrowmx + gaHHble 0 nopTax”. B nepsom ciyyae B nucbme nepegaercs
CMMCOK, coAepxKaLLmin IP agpeca aTakytoLLmx U KpaTKyto CTaTUCTUKY O XOAe aTaku. Bo BTopoM cayyae B nucbme nepegaetca
JAeTann3npoBaHHas MHGOpPMaLMA MO KaXAOMy 13 aTakOBaHHbIX MOPTOB. ECTeCTBEHHO, UTO B MepBOM Cyyae pa3mep nucbma Ha 1-
5 k6 MeHbLUe, YeM BO BTOPOM;

® Yucnosoe nose "OTnpaBisTb NMCbMa He Yalle 1 pas B XXX MUHYT" - 3alaeT UHTEPBa MeXAy NMcbMamMu ¢ MHpopmaumen ob
aTake. [epBoe NNCbMO OTMPaBAAETCA HEMeJ/IEHHO NPV OBHaPY>XKEHNM aTakm C KaXA0ro HoBoro xocta. Ecam ataka npogonxkaercs
A/VTeNbHOE BPeMs, TO NMMCbMa OTMNPaBAAIOTCA Yepe3 3aflaHHble MHTEPBasbl BPEMEHW - KaXkA0e HOBOE NMUCbMO COAEePXKMNT
MHOPMaLMIO Ha MOMEHT ero oTnpaBKkuW. PekoMeHayeTca 3ajaBaTb MHTepBan He MeHee 5-15 MUH, B TPOTUBHOM C/lyyae
AIMTENbHOE CKaHWPOBaHWE NMOPTOB NPUBEAET K OTPaBKe HO/bLIOrO KOJIMYECTBaA MUCEM U CO34ACT HEHYXKHYHO HarpysKy Ha
NOYTOBBIV CepBep.

e [pynna napameTpoB "AyTnaeHTndMKaLma" NO3BONSET HACTPOUTL ayTuaeHTUPMKaLmo Ha SMTP cepsepe (AaHHas BO3MOXHOCTb
nossmnace B Bepcum 1.30)

o [lepekntoyatesnb "BkntounTb" npegHasHayveH Ana BKAKOYEHUS ayTUAeHTUGKUKaLmK. Micnonb3oBaHne ayTuaeHTUdUKaumm ana
cepBepa, He NoAAepPXXMNBAOLLErO ayTUAEHTUPHKALIMIO U HAO6OPOT NPUBEAET K HEBO3MOXHOCTM OTMPaBKM NUCbMa

o TekctoBoe noss "Nmsa" - ums nonb3oBaTens (0bpaTnTe BHUMaHME - 4acTo B KaUeCTBe MMEHW BbICTYNaeT LIeNKOM
NMoYTOBbIV agpec)

o TekctoBoe noss "Maposb" - Napob nonb3osaTens. MNaposib xpaHWTca B ini Gpaline B 3amnMdpoBaHHOM Buge

KHonka "TecTupoBaTb HacTpOViky" NMO3BOASET MPOTECTMPOBATb NPaBUABHOCTb HACTPOMKM OTMPABKM MOYTOBBIX OMOBELLEHUI - NMpK
HaXkaTUW Ha 3Ty KHOMKY NporpamMmMa oTrnpaB/sieT TeCTOBOE NMUCbMO B COOTBETCTBUM C TEKYLLMMU HACTPOMKaMK.

OTyeThbl



3aknagka "Ortuerbl no Email”

3aknagka "OtueTbl No Email" copep>XnT HacTPOMKM CUCTEMbI NEPUOANYECKON OTMPABKM OTHYETOB O COCOTOSIHMM Nporpammbl. OTnpaBka
OTYETOB MO3BOJIAET PELUNTL PAZ 3ajau:

1. KoHTposib 3a cocTosHMem nporpammbl APS
2. MonyueHwne cTaTMCTNUYECKON MHGOPMALMW, HAaKOMAEHHOW NPOrpaMMoi

OTuUeT BbICLIIAETCSA B BUAE NUCEM C MHDOPMaLIMEN O BEPCUM 3arpy>KeHHOW H6a3bl MOPTOB U CTaTUCTUKON aTak. [as Kaxkaoro atakyroLlero
XOCTa nporpamMmma BbIBOAWT aHHbIE 3XKKCMPeCcc-OLeHKN (pacno3HaeTcs ckaHnpoBaHve noptos, GayA 1 ataku DoS).

CofepxuT cnesytolle HacTPOMKu:

e [lepekntovatensd "MepepaBaTtb OTUETbI O COCTOAHUM MO 3NEKTPOHHOW NouTe" ynpaeaseT BKAOUYEHNEM/BbIKNHOUEHNEM pexuma
OTMpaBKM OTYETOB MO 3/IEKTPOHHOW MOUTE;

e [lose "NoYTOBLIV CepBep" cOAepXUT NOHOE UMsa uam IP agpec nouToBoro cepeepa. PekomeHayeTcs ykasbiBaTh IP agpec, T.k.
CKaHVpOBaHWe NOPTOB MOXET CONPOBOXAATLCA aTakoW cepsepa NoxHbIMM DNS oTBeTamu;

e [lone "agpec oTnpaBuTeNs" COAEPXUT NOYUTOBLIA aApec, OT UMEHWN KOTOPOTro NPOU3BOAUTCS NepeAaya NMcbMa C OMoBeLLeHNeM -
MHOroe NoYTOBblE CEpBEPA MPUHUMAIOT MOYUTY TONbKO OT "CBOMX" MoJb30BaTeNel;

e [one "appeca aiMMHUCTPATOPOB" COAEPXKUT CMIMCOK aZpecoB aAMUHNCTPATOPOB (N0 OAHOMY aZpecy B KaXAON CTPOKE);

Mone "3aroNoBOK NMCbMa" COAEPIKUT 3aroJ0BOK MMCbMa. 3aro/I0BOK MPOM3BOJIbHbIN, PEKOMEHAYETCA B 3aroNoBKe Ncbma
yKasaTb UMs UK agpec cepeepa AN YNPOLLEeHNs COPTUPOBKM MMUCEM C COOBLLEHMAMM NPOrpaMMbl;

e [lepekntoyatens "[Jetannsauyms nicbma" nNo3sBonseT BbibpaTh CTeneHb AeTannsaumm nidopmauum B nucbeme. Jonyctumo asa
BapmaHTa - "TonbKO CcnMCcok aTtakyowmx" n "Cnncok atakyroLmx + gaHHble o nopTax”. B nepsom ciydae B nmMcbme nepegaetcs
Cr1CoK, cogep>aLlmii IP agpeca aTakyroLLMX 1 KPaTKyHo CTaTUCTUKY O XoZe aTaku. Bo BTopom ciyyae B MmucbMe nepegaeTcs
AeTann3nmpoBaHHas HopMaLMa Mo KaxXKAOMy 13 aTaKOBaHHbIX MOPTOB. EcTecTBEHHO, UTO B MepBOM C/lydae pa3mep nucbma Ha 1-
5 k6 MeHbLLe, YeM BO BTOPOM;

e [lepekntoyaTtensd "Pexxum oTnpaBKu OTYeTa" NO3BOAAET BbI6paTbh OAMH U3 BYX PEXMMOB OTMPaBKM OTYeTa:

o B 3agaHHOe BpeMs - OTUeT NepejaeTca O4MH pa3 B CyTKM B 3ajaHHOE Bpems

0 Yepes 3afaHHbIN MHTepBan - OTHET NepeAaeTca Yepes 3aZaHHble MHTepBasbl BpeMeHU. MUHUMabHbIA NHTepBan
OrpaHnyeH anropuTMOM NPOrpaMMbl - OTHYETbI OTNPABAAKOTCA He Yalle OAHOro pasa B 15 MUHYT He3eBMCMMO OT 3a4aHHOro
WHTepBana

e [pynna napameTpos "AyTeHTndurKaLmMa" NO3BOAAET HAaCTPOUTL ayTuaeHTUdMKaLmio Ha SMTP cepsepe

o [epekntoyvatenb "BkarounTtb" NpegHasHayeH AN BKAKOYEHUA ayTuaeHTudmnkaumm. MicnonbsosaHue aytuaeHtuoukaumm ansa
cepBepa, He MOAAEPXKMBALOLLErO ayTUAEHTUOUKALMIO U HAOBOPOT NPMBEAET K HEBO3MOXHOCTW OTNPaBKW NUCbMa

o TekctoBoe noss "Mima" - nmsa nonb3oBatens (0bpaTvTe BHUMaHME - YacTo B KAYeCTBE UMEHW BbICTYNaeT LesIMKoM
NMoYTOBbIV aZpec)

o TekctoBoe noss "Maposb" - Naposb Nonb3osaTens. Naposib XpaHWTCs B ini Galine B 3alnMdpoBaHHOM BUge

KHorka "TecTMpoBaTb HacTpoliky" no3BoaseT NPOTeCTUPOBaTh MPaBUAbHOCTL HACTPOMKM OTMPABKM MOYTOBbLIX OTHETOB - NPW HaxaTnm
Ha 3Ty KHOMKY Nporpamma OTnpasJ/ifieT TeCTOBOE NMCbMO B COOTBETCTBUM C TEKYLLIMMUN HACTPOMKaMW.

CnepyeT OTMETUTb, UTO JaHHbIN PexuM yaobeH B ciyyae ycTaHOBKM APS Ha cepBepe - eXxeiHEBHOE NOJyYeHne OTHETOB MO3BONT
aAMWHWUCTPATOPY AenaTb BbIBOZ O TOM, UTO nporpamMma APS 3anyLieHa 1 paboTaeT HOpMasbHO (M MOAyYaTb JaHHbIe O HAKOMIEHHOW
CTaTUCTVIKE, YTO B pAje CiyvaeB yaobHee HeMeANeHHOro NoYTOBOro onoseLleHns). OCOBeHHOCTbIO pexirma OTNPaBKM oTyeTa ABaseTcs
BCTPOEHHas "aHTUcnam" 3allimTa - OTUET MOXKET MepesaBaThCs HE Yallie OAHOro pasa B 15 MUHYT, Npyyem NepBblii OTYET OTNPaBASETCA
He paHee 15 MUHYT C MOMeHTa 3arnycka NPorpamMmbi.

3aknagka "WEB uHTepdenc"”

3aknagka "WEB uHTepdeic" npegHasHaueHa ans ynpaeaeHus BcTpoeHHbIM WEB cepBepoM, KOTOpbI NO3BOASET ANCTAHLIMOHHO
noJyyaTb oTyeTbl 0 cocTosHUM APS. BctpoeHHbii WEB cepBep peanvsyet MUHMMasbHbIN npoTtokon HTTP ¢ aBTopusaumer n
npocteriwnii Firewall gns orpannyermns goctyna k WEB cepBepy.

CoaepXXuT cneaytowme HacTpomiku:

Mepekntoyatens "Bkatountb BCTpoeHHbI WEB cepBep dopMupoBaTens oTUETOB" NO3BONSET BKAHOUNTL BCTPOEHHbIV WEB cepBep.
e [one "Mopt WEB cepBepa" no3sonset 3agatb NopT, ncnonbsyembli WEB cepBepom. MopT He f0/1KeH nepecekaTbcs ¢ nopTamu,
onucaHHbiMK B 6a3e APS (B cayyae nepeceyverns WEB cepBep He akTuBmpyetcs). 1o ymonuaHuto ucnonbsyetca nopt 8077, Ho
peKkoMeHAyeTCa U3MEHWUTb ero
e [lone "Vima" - norvH nonb3osatens ana ngeHTnoukaumm Ha WEB cepsepe
e [lone "Maponb" - naposab nonb3oBatens Ana naeHtTndukaummn Ha WEB cepsepe. PekomeHayeTca 3aaBaTb Napoau 4MHON He
MeHee 4 CUMBOJIOB
e [pynna "OrpaHnyerue goctyna no IP agpecy" - HacTPOWKM NPOCTeLLIEro BCTPOEHHOro GUAbTPa, KOTOPbIN NO3BOAAET OrPaHNYNTbL
poctyn k BctpoeHHoMy WEB cepBepy TO/IbKO C apecoB (MW NoAceTei), OnncaHHbIX B HaCTpOWiKe.
o [epekntoyatenb "Pa3pelumnTb AOCTYN TOALKO C MepednciaeHHbix B cnvcke IP agpecos” - BkitouaeT puabTp - eciv OH
BbIK/IKOYEH, TO OCTYN BO3MOXeH ¢ itob6oro IP. Ecam BkAtOUeH - TO TONbKO C NepeuncieHHblx B Cnncke. B cnncke B ogHoM
CTpOKe JO/MKEH yKasbiBaTbca oguH IP agpec. ®opmart 3anucu:
IP - ans KOHKTpeTHoro agpeca. Mpumep - 192.168.0.1
IP/macka - ana noacetw. MNpumep - 192.168.0.1/255.255.255.0
Mpv HaAMUMM Mackn CpaBHEHWE aApPeCcoB MAET MOBUTHO - CPAaBHMBAOTCA TOILKO BUTHI, ANS KOTOPbIX B Macke



cooTBecTBetoLme 6uTbl paBHbl 1. B npumepe 3agaHa macka ans cetu knacca "C".

MNMpoToKoNMpoBaHue

3aknaaka "MporokonmpoBaHue"

3aknagka "lpoTokoanposaHme" NO3BOAET HaCTPOUTL PeXVM NPoTokoanpoBaHua. HaunHas ¢ sepcun 1.50 npoTokon pa3smelyaerca B
noakatanore LOG (nogkatanor cosaaetcs aBToMaTnyecku).

CofepXuT cresytollme HacTPOMKU:

e Pagunorpynna "Pexum nmeHoBaHus daiina npotokona”. Mo3sonseTt BbIopaTh OAWH U3 TPEX BO3MOXHbIX PEXMMOB MMEHOBaHUA
npoTokoa:
o "HeusmeHHoe nms aps.log" - Ha3BaHWe roBoOpUT camo 3a cebs - uma daiina cTaTmyeckoe, poTaLum NPOToKoa HeT
o "IMa copepXuT roa n mecal” - uma dalina NPOTOKONa COAEPXKUT rof U MecsL, COOTBETCTBEHHO NPOU3BOANTCS
aBTOMaTM4yeckasa poTauma NPOTokoaa (OANH pa3 B MecALy)
o "IMa copepXuT rog, Mecsil, U AeHb" - nMs Gaiina NpoToKoaa COAEPXUT oA, MecsL, U AeHb, COOTBETCTBEHHO NMPOU3BOAMNTCA
aBTOMaTunueckas poTaumsa NPoTokoaa (OAMH pas B eHb)
e Paauorpynna "MeToavka coxpaHeHnsa NPOToKoaa" NO3BOAAET 3a4aTb METOJ COXpaHeHMs NpoTokona. lNoasep>xvsaeTcs ABa
meToAa:
o [unHamunueckoe nmsa daiina (LOG\apsYYYYMMDD.log) - Bce dainbl npoTokona xpaHatcs B nanke LOG 1 nMetoT nMeHa
Buza apsYYYYMMDD.log, rae YYYY - Tekywmii rog, MM - TekyLimin mecsu, DD - Tekywuii geHb
o [unHamunueckmin nyts K darny (LOG\YYYY\MM\DD\aps.log) - nms dalina Bcerga aps.log, HO nyTb K HEMy UMEET BUZ,
YYYY\MM\DD\

MpoBepka HEOBXOAMMOCTU POTaLMN NPOTOKONA NPOBOAWTCA OAWH Pa3 B MUHYTY, C TOW-Xe NepuogMYHOCTbIO MPOBOAWTCA NpoBepka
CYLLLECTBOBaHMSA HEOHXOAMMOTO AN COXPaHEHUA NPOTOKOAa NyTW (MPU OTCYTCTBUM OAHON M3 Nanok, HeOBXOANMBIX AN COXPaHeHUA
MpOTOKO/1a, MPON3BOANTCA ee aBTOMaTUUecKkoe Co3AaHue).

fl peKOMEHAYH0 NCMOIb30BaTh PEXUMU UMEHOBaHWA "VIMS COAEPXKUT rof, Mecsil, U AeHb" N METOAWKY COXPaHEHW NMPOToKo1a
"fnHammyeckoe nms dainna (LOG\apsYYYYMMDD.log)"

3aknaaka "lMportokonmposaHue no IP"

3aknagka "lMpoTokonmposaHue no IP" No3BoaseT HaCTPOUTb BKAKOUUTL U HACTPOUTL BeAEHME JOMONHUTENBHOIO NPOTOKONA -
MPOTOKO/Ia, B KOTOPOM faHHble CrpynnupoBaHbl No IP atakytowwmx. 3TOT BUA NPOTOKOAMPOBAHUA SBAAETCA JOMONHUTENBHOW GOpMOW
BEJEHNsA NPOTOKOANPOBAHUA (3aNUCb B OCHOBHOWM MPOTOKO BEAETCA HE3aBUCMMO OT OCHOBHOTO MPOTOKOAa). NPOTOKObI €
rpynnupoekoi no IP atakytowero dopmmpytotcs B nanke LOG\IP, nmeHa dannos npotokona dopmupyrotcs 13 IP agpecos atakyroLmX.
Mankn LOG v IP co3aatotcs aBTOMaTMUeCcku Npu HeEOH6XOANMMOCTHU.

CoaepxuT cnesytollme HacTpOMKu:

e [lepekntoyatens "BkAHOUNTL MPOTOKOANPOBaHME C rPYNMNMPOBKON Mo IP" - N03BONSET BKAHOUUTD MU BbIKAOUYNTL BeAeHNe
NPOTOKOIMPOBaHUA C rpynnUpPoBKow no IP. Kak roBopunaoch Bbllle, MPOTOKOIMPOBaHUe no IP ABaseTCs A0NOAHNTENBHOM
$opmMoi NpoToKoNa U He BANAET Ha BejeHne OCHOBHOIO NPoToKoa

e Pagunorpynna "Pexum coxpaHeHus daiina npoTokosaa” - NO3BONSET HACTPOUTb POTaLIMIO MPOTOKOAa. BO3MOXHBI cregytoLme
pexXumbl:

o HeusmeHHbIN NyTb LOG\IP - Bce npoTokosibl xpaHsaTcs B nanke LOG\IP 1 nx ounctka NPOn3BOAMTCA BPYUHYHO, POTaLMmn HET
o MMytb copepxuTt rog (LOG\IP\<rog>) - NnpoTOKO/bI FPYNNMPYOTCA MO rogy

o [lyTb cogepxuT rog n mecay, (LOG\IP\<rog>\<mecaL,>) - NpOTOKO/IbI TPYMNNUPYIOTCA MO rogy 1 MecsaLy

o [yTb copepxuT roa, mecay n geHb (LOG\IP\<rog>\<mecau>\<geHb>) - NPOTOKO/bI FPYMMNVPYOTCA MO rogy, MecaLy U AHHO

BkaroueHwne poTaunn NpoToKONa ynpoLlaet pa60Ty C NPOTOKONaMW, yaaneHne n apxmsmpoBaHme CTapbiXx NMPOTOKONOB.

MMnTaumsa cepemcos

3aknaaka "Umutauua TCP"

3aknagka "Mmutaums TCP" cogepXXuT HacTPOMKMN CUCTEMbI UMUTaL MK cepBrcoB TCP. CucteMa MMUTaLMN MOXET ObITb BbIK/IHOUEHa, B
3TOM cnyyae APS He NPOBOAWT aKTUBHOIO B3aMMOAENCTBIUA C aTakyrLWMM U HEMEAIEHHO pa3pbiBaeT coegnHeHune ¢ HUM. Mpu
BK/IFOUEHUN CUCTEMbl UMUTaLmy APS MOXET nepesaBaTh aTakyroLllemMy onvcaHHble B 6a3e NopToB 6A0KM JaHHbIX (T.H. 6aHHepbI),
KOTOpble Cofep>aT TUMOBbIe OTKANKM UMUTUPYEMBIX CEPBUCOB. KpOMe TOro, MOXHO BKIKOUMUTb U HACTPOUTL PEXUM MNepesaum
CNyYalHbIX AaHHBIX - Hannune B oTBeTe APS ciyyaiiHon MHGOPMaLIMKM BBOAWT B 3abayXaeHVe CKaHepbl ceTeBOW 6e30macHoCTy,
3aTPYyAHAET 1 3aMeanseT ux paboty. B HacTpoikax nMutaumm cepsucos TCP MOXHO BK/IOUWUTL PEXUM YAep>KaHWUA COEANHEHMS - Mo
YMONUYAHUIO COEAVHEHVE pa3pbiBaeTCs Cpasy Noc/e 3aBepLUeHns 06MeHa C aTaKyHoLLMM, HO OHO MOXET YAePXXMBaTbCA, YTO
CyLWecTBEHHO 3ameznseT paboTy HEKOTOPbIX CKaHEPOB CeTeBON Be30MacHOCTM.

Cofep>uT cnegytolme HacTPONKU:

® [lepekntoyatens "Bkaountb smynaumto cepsncos TCP" - N03BOAAET BKAKOUNTL WM BbIK/IKOUNTL CUCTEMY MMUTaLn cepemcos TCP.
Ecam umutauma BeiktoUYeHa, TO coeAvHeHWe C aTaKyHoLLVIM XOCTOM HeMeAleHHO paspbliBaeTca 6e3 nepesayun atakytoLeMy Kakoi
nnbo nHdopmaumn. Ecam cnuctema nmmntaLmm BKIKOYeHa, TO MporpamMma nepejaet atakytolemy oTKANK, CGOPMUPOBaHHBIV B
COOTBETCTBUM C HAaCTPOKaMun MMUTaTopa.



e Pagvorpynna "[encTBus 418 NOPTOB, Y KOTOPbIX B 6a3ze APS 3agaH oTk/NK (6aHHeEp)" - MO3BONAET HACTPOUTL AecTBMA APS npu
COeAMHEHNUM aTaKyHOLLEro C MOPTOM, A1 KOTOPOro B 6a3e JaHHbIX 3aroTOB/IEH OTK/IUK CcepBuca. Bo3MOXHbI ciegyroLlne
BapWaHTbI:

O nepepjaTtb OTKAUK - aTaKyroLeMy nepejaeTca OTKANK 13 6asbl gaHHbIX Nporpammbl APS (3Ta onuus BkAtoUeHa no
YMOHaHWIO);

O nepepjaTtb OTKAUK + ClyYalHble AaHHble - aTakyroleMy nepejaeTca OTKANK U3 6a3bl AaHHbIX APS, natoc 610K gaHHbIX
nepemMeHHom anunHHbl (0T 100 Ao 500 6aWiT), 3aNOAHEHHBIV CAyYakHbIMK AaHHBIMW (BUHAPHBIM MYCOPOM). OTO MOJIE3HbIN
PeXuM, T.K. HeKOTOPble CKaHepbl MPOBOAAT HECKOJ/bKO NMOC/NeA0BaTe/bHbIX COEAVHEHWIN N CPAaBHMBAIOT OTKAMKM - MPU 1X
CoBMajeHUn JenaeTcs BblIBOA O HaAMuve 3arayLwKu;

O nepepgaTtb ClyvainHble JaHHble BMECTO OTK/MKA - OTKAUK U3 6a3bl AaHHbIX UTHOPUPYETCA M BMECTO HEro nepejarorcs
cnyyaliHble AaHHble. BktoueHve 3Tol onumm noAaBaseT nepesayy CMbICIOBbIX OTKAVKOB CEPBUCOB U3 6a3bl AaHHbIX

O He nepejasaTb OTKAMK - Nepejava OTK/IMKa He NPOVN3BOANTCA.

e Pagunorpynna "[encTBus 415 NOPTOB, Y KOTOPbIX B 6a3ze APS He 3asaH OTKAMK (6aHHep)" - NO3BONSET HAcTPOUTL AencTaus APS
Npw coeiMHEHNN aTakyHoLLLero ¢ MopToM, ANf KOTOPOro B 6ase AaHHbIX 3aroTOBJIEH OTK/MK cepBuca. BoaMoxHbI cregytoLne

BapuaHTbl:
0 He nepepaBaTb HUYEro - Npu OTCYTCTBMU B 6a3e APS oTk/MKa aTakytoLlemMy HUYero He nepegaeTcs (3To HacTporika no
YMOAYaAHUIO).
O nepepaaTtb CyyalHble TEKCTOBbIE fjaHHble - aTakytoLeMy nepeaaeTcs TeKCToBas CTPOKa, 3anoNHeHHas CydaiHbiMu
cMMoBAaMK

O nepepgaTb CyyanHble OMHapHbIe JaHHbIe - aTakytoLemy nepegaerca bydep, 3anoNHEHHbIV cryvariHbiMu BariTamm

e Pagunorpynna "[JelictBua nocie obMeHa ¢ aTakyroLwmnm" NO3BOASET HACTPOUTL AEMCTBUA MPOrPaMMbl MOocae 06MeHa € aTakyoLWmM.
Bo3MOXHBI CreytoLmne BapuaHTbl:

O pa3spblB COeAMHEHUA (PeKOMeHAYeTCA B calyyae onacHocTu Flood) - nocne obmeHa ¢ aTakytoWmm CoeAnHEHNe paspbiBaeTcs
no nHuuwmatmee APS. MNpwu 3TOM (Kak MOXHO 3aMeTWTb U3 Ha3BaHuWs onumun) Flood MeHHe onaceH, T.K. He MPONCXOANT
HaKomMnaeHWe OTKPbITbIX COeAVHEHMI

O yjepXaHue COeAVHEHNA - COeAUHEHNE YAEPXXNBAETCA OTKPbITbIM B TEUEHWUMN AAUTENbHOTO BPEMEHM

O yjep>aHue coeanHeHus ¢ 3awmTon oT Flood - coeagnHeHne yaepxxunBaeTcs OTKPbITbIM Npun oTcyTcTBUK Flood u
pa3spbiBaeTcs Npu ero Haanmumm (nopor - 6osee 60 NOAKNOUEHUI B MUHYTY)

e [pynna "OTKAMK C 3aflaHHON BEPOATHOCTLIO" - MO3BO/IAET BKAKOUNTb M HACTPOUTbL OTKJINK C 3a,aHHOWN BePOATHOCTbIO. Ecan
nepek/toyaTenb "BKAOUNTL PEXMM NepeAaun oTKAnKa C 3aZlaHHOW BEPOSTHOCTbI)" OTK/IFOUEH, TO OTKAUKM NepeAaroTcs Bcerja B
COOTBETCTBUM C HacTpoWikamu. Ecamn nepekntoyatens BKAOUEH, TO Nepejava OTKMKa NPOM3BOAWTCA C 3aaHHOM NPW NOMOLLY
perynsTopa BeposATHOCTY (KpaliHee NpaBoe noJioxeHue peryastopa cootsetctyeT 100%, kpaiHee neBoe - 1%. Takum obpasom,
eC/In 3af,aTb BEPOATHOCTb, PaBHYHO ckaxeM 75% (3TO 3Ha4eHMWe YCTaHOB/IEHO MO YMOJYaHWIO), TO OTKANK ByAeT NPOon3BOAMTCA
npvMepHo Ha 75 coegunermnin n3 100. Mo Moum HabaAeHUAM nepesada OTKIMKA C BepPOATHOCTbIO MeHee 20% Mano
3bPekTnBHa, pekoMeHayroTCs 3HaueHus 40-80%. DopmupoBaHve OTKIMKa C 3ajaHHON BEPOATHOCTbIO BHOCUT AOMOIHUTE/bHbIN
baKTop CYyUaNHOCTU 1 UCKaXaeT pe3y/ibTaTbl CKaHMPOBAHMWA - MOBTOPHbIE CKaHUPOBaHUsA oAHoro 1 Toro-xe MK ¢ APS 6yayt
faBaTb pa3Hble pe3yabTaTbl.

3aknaaka "Umutaumua UDP"

3aknagka "Mmutaums UDP" coaep knT HacTpomku cucteMbl uMuTaumm cepercos UDP. Cuctema MMUTaLMM MOXKET ObiTb BbIKIHOYEHA, B
3TOM cayyae APS He NPOBOAWT aKTMBHOIO B3aMMOZAENCTBMSA C aTakyroLMM (Npy 3TOM CiedyeT OTMETUTb, UTo Ans npotokona UDP
COoeAMHEHNA C aTakyroLMM eCTeCTBEHHO HET 1 npejaya oTkAvKa segeTca nytem nepegaum UDP naketa Ha IP agpec atakytoulero). Mpu
BKJIFOYEHMN nmutaumm cepsmcos UDP cnegyeT yunteiath TO, UTo oTKAMK No UDP noptam MoXeT NpuMeHATbCA ANS OpraHusaumnm
pacnpefeneHHoON ataku (aTakyrowwmin nepegaeT Ha xoct ¢ APS UDP nakeTbl ¢ noaaenbHbIM IP agpecom MCToYHMKa - OTKAMKN APS nongyt
Ha 3TOT noaaenbHbivi IP, a He aTakytowemy. Ocobol OnacHOCTU B 3TOM HET, HO BCe-Xe M0/1b30BaTbCs MMuTaumen cepeucos UDP B JIBC
cnepyeT C OCTOPOXHOCTbLHO. [lna npeaoTepalleHns 3aumnkansaHna APS He nepegaet oTkavkm no UDP Ha agpec 127.0.0.1 v Ha IP,
COOTBETCTBYHOLLMI TeKyLLeMY apecy KOMMbtoTepa (B MPOTMBHOM C/y4ae siokasbHoe ckaHupoBaHue UDP noptos npueeno 6bl k
3aUMKANBaHNIO - APS NpuHAA 6bl COBCTBEHHBIW OTBET, Mepesan bbl Ha HEro OTKAWK U Tak 40 6ECKOHEYHOCTH).

Cofep>XuT cnesytolme HacTPOMKU:

® [lepekntoyatens "Bkatountb amynauuto cepsncos UDP" - mo3sonseT BKAKOUNTb UAK BbIKAKOUUTL CUCTEMY MMUTALMKN CEPBUCOB
UDP. Eciv ummntaumsa BblKJOYeHa, TO aTakyrolemy He nepeaatotcs oteeTHble UDP nakeTbl - 3TO COCTOAAHME MO YMONYaAHUIO.

e Pagunorpynna "[enctBua ans NOPTOB, y KOTOPbIX B 6a3ze APS 3azaH oTkauk (baHHep)" - N03BOAsET HacTPOUTb Aencteus APS npu
nonyyermmn UDP nakeTa aTakytoLero no nopTy, AN KOTOPOro B 6a3e faHHbIX 3aroToB/IeH OTK/IMK cepBMca. BO3MOXHbI
cnegyrole BapnaHThbl:

O nepepfaTb OTKAUK - aTakytolemy nepegaerca UDP nakeT ¢ oTkavkom mn3 6a3bl faHHbIX nporpaMmbl APS (3ta onuus
BK/IFOUEHa MO YMONYaHWIO);

O nepegatb OTK/IUK + C/lyyaliHble aHHble - aTaKyroLeMy NepejaeTcs OTKANK U3 6a3bl AaHHbIX APS, natoc 610K gaHHbIX
nepemeHHon AanHHbl (0T 100 go 500 6aiT), 3aNONHEHHbIV CyYaliHbIMU JaHHBIMY (BUHAPHBIM MYCOPOM).

O nepegaTtb ClyyaiHble AaHHble BMECTO OTKMKA - OTKAUK U3 6a3bl AaHHbIX UTHOPUPYETCS U BMECTO HErO NepesaroTcs
CnyvaiHble gaHHble. BkatoueHne 3Tol onuun nojasaseT nepesady CMblC/10BbIX OTKJNMKOB CEPBUCOB 13 Ha3bl AaHHbIX

O He nepegasaTtb OTK/IVK - Nepejava OTKANKa He MPOU3BOANTCA.

e Pagnorpynna "[lefcTBMA 419 NOPTOB, Y KOTOPbIX B 6a3e APS He 3asaH OTKAMK (BaHHep)" - NO3BONSET HAacTPOUThL AeicTBus APS
npv nonyyeHun UDP nakeTa aTakyroLero no nopTy, 415 KOTOPOro B 6a3e AaHHbIX HET OTK/MKa cepBuca. Bo3MOXHbI cregytoLume
BapuWaHThl:

o He nepeaaBaTb HUYETO - MPU OTCYTCTBUM B 6aze APS oTK/IMKa aTaKytoLemMy HUYero He nepejaetcs (3To HacTpolika no
YMOAYAHUIO).
O nepegaTtb ClyyaiHble TEKCTOBbIE JaHHbIE - aTakytowwemy nepegaetcs UDP nakeT, 3ano/iHEHHbIN ClyYaliHbIMW CUMBOJIAMM



O nepegaTtb ClyYaiiHble BHapHbIE JaHHbIE - aTakytowwemy nepegaetcs UDP nakeT, 3anoHEHHbIV CiyyaliHbiMK 6aliTamu

e [pynna "OTKAWK C 3ajaHHOV BEPOSTHOCTLIO" - MO3BO/IAET BKAKOUMTL U HACTPOUTb OTK/MK C 3aaHHOW BEPOATHOCTbHO. ECm
nepek/toyaTesb "BKAOUNTL PEXMM NepeAayun OTKANKa C 3aJlaHHOW BEPOSTHOCTbI)" OTK/IHOUEH, TO OTKAUKM NepeAaroTcs Bcerja B
COOTBETCTBUM C HacTpoWikamu. Ecam nepekatoyatens BKAOYUEH, TO Nepegava oTKMKa NPOU3BOANTCA C 3aaHHOM NPW NOMOLLY
perynsTopa BeposSTHOCTY (KpaliHee NpaBoe NoJjioxeHue peryastopa cootsetctByeT 100%, kpaiHee neBoe - 1%. Takum obpasom,
ec/Iv 3af,aTb BEPOATHOCTb, PaBHYHO ckaxkeM 75% (370 3HaueHWe YCTaHOBAEHO NO YMONYaHUIO), TO OTKAMK ByAeT Npon3BoanTCs
npuMepHo Ha 75 coeanHenunin n3 100. Mo MoMM HabaroAEHNAM NepeAaya OTK/INKa C BEPOATHOCTbIO MeHee 20% Mano
3bdekTnBHa, pekoMeHayroTCs 3HaueHus 40-80%. DopmupoBaHme OTKIMKa C 3aJaHHON BEPOSTHOCTbIO BHOCUT AOMOIHUTE/bHbIN
bakTop CAyYaHOCTU M 1CKaXKaeT pe3ysibTaTbl CKAHNPOBaHMWSA - MOBTOPHbIE CKaHMPOBaHUsA ogHoro u Toro-xe MK ¢ APS 6yayt
AaBaTb pa3Hble pesynbTaTbl.

PepakTnpoBaHue nosb3oBaTesibCKON 6a3bl NOPTOB

Ha3HauyeHue nosib3oBaTesIbCKOM 6a3bl

OcHoBHas 6a3a nopToB xpaHuTca B darine aps.xml, dann nmeetr XML dopmat 1 MoXeT pesakTnpoBatbcs noabsosarenemM. OgHako
pesakTpoBaHWe JaHHON 6a3bl HeXeNaTeNbHO, T.K. MEPUOANYECKM BbIXOAAT ee OBHOBAEHUS U Npu 3aMeHe daiina aps.xml Bce
n3MeHeHUa byayT notepsHbl. na ycTpaHeHUa AaHHON NpobaeMbl U ANa yNpoLLeHNs BBOAA CBOUX NOPTOB B Nporpamme APS HaunHas ¢
Bepcuu 1.35 npegycmoTpeHa 6a3a nopToB nosb3oBatens. OHa 3arpyxaeTtcs nocjie OCHOBHOW, MPU 3TOM nepeceyeHune 6a3 (Haanune B
OCHOBHOW 1 NOJIb30BaTe/IbCKOM 6ase OnmMcaHWsa OAHOrO K TOFO-Xe NopTa) He ABASETCA OLUMOKON - OCHOBHas H6a3a MeeT NPUopPUTET Haj
MoJIb30BaTENbCKON.

Mosnb3oBatenbckas 6asa xpaHutes B daitne aps_usr.xml (opmar 6a3bl aps_usr.xml NOALHOCTBIO aHaNOrMueH GopmMaTy OCHOBHOW 6a3bi)
PenakTtop 6a3bl nopToB

Penaktop 6a3bl NOpTOB BbI3biBaeTCsA U3 MeHo "CepBuc / PegakTvpoBaHme nonb3oBaTebCckoi 6a3bl mopToB”. OKHO peAakTopa coaepXutT
TabauLy NOPTOB CO CeAyOLMMM CTONBLaMU:

MopTt. Homep noprta (ectecTBeHHO, AOKEH coAep>aTb uncio 1..65535). 3anonHeHne oba3aTtensHO

Mpotokon. Bo3amoxHbl BapuaHTel "TCP" n "UDP"

KommeHTapuii. TekcToBOe onmncaHuve, BbIBOAMMOE B Tab/vLe NOPTOB Ha OCHOBHOM OKHe MpOorpammbl
MepepaBaeMmblii TekcT. COAEPXXNT TEKCT Tak HasbiBaeMOro 6aHHepa. 3agaHHas B 3TOM nosie MHPopmaLusa nepeaaercs
aTakyroLLemy XOCTy Nocie NOoAKIUeHNA K NopTy. MoxeT cogepxxaTb AUHaMUYeCKne 31eMeHTbl

PesakTnpoBaHue 6a3bl NPOU3BOANTCSA NPW NoMoLLm KHonok “[obasuTs”, "I3MeHnTb" 1 "YaannTb" B HUXKHER YacTy OKHa.
MopTbl MOb30BaTENLCKOM 6a3bl AaHHbIX, UIMEIOLLMECH B OCHOBHOW BbIAEAIOTCS KPacHbIM LBETOM.

B nepegaBaemMoM HaHHepe BO3MOXHbI MakpOChl, 3aMeHAeMble B MOMEHT OTMNPaBKM Ha UX 3HaUYeHWs. B HacTOALLMI MOMEHT
NMOAAEPKMUBAIOTCA CIEAYHOLLME MaKPOChI:

® - 3aMeHsAeTCA Ha TekyLlyto AaTy, oTGOPMaTMPOBaHHYIO B COOTBETCTBMM C HACTPOMKaMu cuctemsl (kak npasuao, opmat
DD.MM.YYYY)

o #TIME# - 3ameHseTCA Ha Tekyllee Bpems, OTGpOopMaTMpOBaHHOE B COOTBETCTBMU C HACTPOMKaMM cucTeMsl (kak npasuao, opmat
HH24.ML.SS)

o #DATETIME# - 3ameHseTCs Ha TeKyLLytO AaTy 1 BpeMs, oTGpOpMaTVpOBaHHOE B COOTBETCTBUM C HAaCTPOMKaMM CUCTEMbI (Kak
npasuno, popmat DD.MM.YYYY HH24.MI.SS)

o #UNIXDATE# - sata B popmaTe, NPUHATOM B VIHTEpHET (He 3aBMUCUT OT Jiokanusaunm, npumep Mon, 24 May 2004)

e #UNIXDATETIME# - pata n Bpems B Gopmate, NpUHATOM B VIHTepHeT (npumep - Mon, 24 May 2004 23:02:26)

e #RAND_BIN# - cnyualiHble GHapHble faHHble CayYanHoW ANWHbI (MUHMMaNbHas AanHa 610Ka faHHbIX cocTaBaseT 50 6anT,
MakcumanbHas - 250)

e #RAND_TXT# - cnyyaiiHble TEKCTOBbIE JaHHble CIyYaHOM A/IVHbI (MUHMMabHas AavHa 6aoka AaHHbIX cocTaBaseT 50 HawrT,
MakcumanbHas - 250). Otanuaetca ot #RAND_BIN# tem, uto coctouT 13 6aiiToB ¢ kogamu 32 - 127 (tekcT, undpsl 1 npobens)

e $xx - BaWiT, XX - 3HAUEHWE B LeCHaLaTMprYHoM dopmarte (415 cuMBOOB ¢ kogamu O - 9 obsi3aTeneH NpeaLwecTByOWMUIA HOb,
T.e. $00, $01 ..). MpumMeHseTca Ans BBOAA B NepesaBaeMblil TEKCT BUHAPHbIX AaHHbIX, MPUMEHSETCS B NepByto ovepesb Ans
repesaun CMMBOJIOB NepeBoAa CTPokM 1 nepesoga kapetku ($0D v $0A)

Mapametpsl , #TIME#, #DATETIME#, #UNIXDATE#, #UNIXDATETIME# npumeHsatoTca ana npuaaHns oteetam APS peannctmyHocTn
(MHOTMe coBpeMeHHbIe CKaHepPbl UMEIOT HEKWIN MHTEIIEKT U Cpa3y MOHUMAIOT, YTO BMECTO CepBMca CTOUT 3aryllka - 3TO JOCTUraeTcs
CpaBHeHWeM HaHHepPOB, NOJyYeHHbIX B pe3ynbTaTe HECKObKUX MOAK/tOUeHUI K nopTy. MapameTtpbl #RAND_BIN# n #RAND_TXT#
CYLLIECTBEHHO 3aTPYAHAIOT PaboTy MHTENNeKTya/IbHOro cKaHepa, T.K. OH MbITaeTCA aHaAn3npoBaTb MNONYyYEHHbIE JaHHbIe

3aknagka "OnoBeuweHue no Email”

3aknagka "OnoselleHre no Email" copep>XuT HacTPOLikun OMOBELLEHUA aAMUHUCTPATOPOB MO 3N1eKTPOHHON noute. OnoseLlleHve
BbICbIJIAETCA B BUAE NMNCEM C MHOOPMALIMEN O aTaKyHOLWMX B a4Pec OAHOTO N HECKOIbKUX adMUHUCTPATOPOB.

CoAep>XuUT cresyroLme HaCTPOMKM:

e [epekntoyatens "cnonb3oBaTb ONOBELLEHNE MO 3NEKTPOHHON NoyTe" ynpaBaseT BKAOUYEHNEM/BbIKAOYEHNEM pexnma
oroBeLleHne Mo 31IeKTPOHHOM MOYTbI;



e [losne "NOYTOBLIV CepBEP" COAEPXUT NoAHOE nMs nawn IP agpec noutoBoro cepeepa. PekomeHgyetcs ykasbiath IP agpec, T.k.
CKaHMPOBaHWe NOPTOB MOXET COMPOBOX/AATbCA aTakol cepBepa JoxHbIMU DNS otBeTamy;

e [lone "agpec oTnpaBuTeNs" COAEPXKUT NOYTOBbIN aApec, OT UMEHWN KOTOPOTrO NMPOU3BOAUTCS NepeAaya NMCbMa C OMOBELLEHNEM -
MHOroe NoYToBble cepBepa NPUHUMALOT MOYTY TONbKO OT "CBOMX" Nosb3oBaTenel;

e [lone "agpeca aiMMHUCTPATOPOB" COAEPXKMT CMINCOK aAPECOB aAMUHMUCTPATOPOB (MO OA4HOMY afpecy B KaXAol CTPOKE);

e [lone "3aroNoBOK NMCbMa" COAEPXKMT 3arosI0BOK NUCbMa. 3arosIoBOK NPOU3BOJIbHbIN, PEKOMEHZYeTCA B 3aro/loBKe NucbMa
yKasaTb UMs WAV agpec cepeepa ANs YNPOLLEeHNA COPTUPOBKM MMUCEM C COOBLLEHMAMKU NPOrpaMMbl;

e [lepekntovatens "[leTannsaumsa nucbma” No3poaseT BbibpaTh CTeneHb AeTannsaumm nHpopmaLlmmn B nucbme. JlonyctuMo sa
BapuaHTa - "ToNbKO CNMCOoK aTakyowmx" 1 "Cnncok atakyrowmx + JaHHble o nopTax”. B nepBom ciyyae B MMcbMe NepegaeTcs
CMMCOK, coAepxkaLLmin IP agpeca aTakytoLLmMX U KpaTKyto CTaTUCTUKY O XOAe aTaku. Bo BTopoMm cayyae B nucbme nepegaetca

JeTann3npoBaHHas HbopMaLms Mo KaXKAOMY M3 aTaKoBaHHbIX MOPTOB. ECTECTBEHHO, UTO B MOPBOM C/lyyae pa3Mep nucbMa Ha 1-

5 k6 MeHbLLUe, YeM BO BTOPOM;
® Yucnosoe nose "OTrnpaBasTb NMCbMa He Yalle 1 pas B XXX MUHYT" - 3aiaeT UHTEPBa MeXAy NMcbMamMu ¢ MHpopmaLmen ob
aTake. lNepBoe NMCbMO OTMPaBAAETCA HEMEA/IEHHO MPU 0BHaPY>KEHUW aTaku C Kax0ro HoBOro xocTa. Eciv ataka npogonxkaeTcs
ANUTENIbHOE BPeMs, TO MCbMa OTMNPAaBAAOTCA Yepes 3aJaHHble MHTePBasbl BPEMEHM - KaXKA0e HOBOE MUCbMO COAEPXKUT
MHPOPMaLIMIO Ha MOMEHT ero oTnpasku. PekomeHayeTca 3ajaBaTb UHTEPBaa He MeHee 5-15 MUH, B MPOTVBHOM cay4yae
AMTENbHOE CKaHWpPOBaHWE NMOPTOB NPUBEAET K OTNpaBKe HOJbLIOrO KOJMYECTBa MUCEM U CO34aCT HEHYXKHYHO HarpysKy Ha
NOYTOBBIV CepBep.
e [pynna napameTpoB "AyTnaeHTdMKaLma" NO3BONSET HACTPOUTL ayTuaeHTUdPMKaLmo Ha SMTP cepsepe (AaHHas BO3MOXHOCTb
nossunack B Bepcum 1.30)
o [epekntoyatenb "BkaounTtb" npeAHasHayeH AN BKAKOYEHUS ayTuaeHTudmnKaumm. MicnonbsoBaHue aytmaeHTubukaumm ans
cepBepa, He NoAAepPXMNBaOLLEro ayTUAEHTUPHKALIMIO U HAOBOPOT NpUBEAET K HEBO3MOXHOCTM OTMPaBKM NUCbMa
o TekctoBoe noss "Mima" - nmsa nonb3oBatens (0bpaTTe BHUMaHME - YacTo B KAYECTBE UMEHW BbICTYNaeT LesIMKOM
MOYTOBbIV agpec)
o TekctoBoe noss "Maponb" - naponb noab3osatens. MNapoab xpaHUTCA B ini dpaine B 3awmdpoBaHHOM BUAE

KHonka "TecTmpoBaTb HacTpoliky" No3BoO/sET NPOTECTUPOBaTb MPaBUIBHOCTbL HACTPOMKM OTMPABKN MOYTOBbLIX OMOBELLEHWUI - NPX
HaxXkaTuun Ha 3Ty KHOMKY MporpamMmma oTrpaBaseT TeCTOBOE NMMCbMO B COOTBETCTBUM C TEKYLLUMMM HaCcTPOMKaMm.

Co3naHue wabnoHoB ang odyetoB no EMail
Ha3HaueHue wabnoBHOB

LLlabnoHbl 0TYeTOB NO email NO3BO/AIOT NO/IL30BATE/NO OTKOHPUIYyprpoBaTb GopMaT 1 CoAep>KaHne NCbMa, OTNPaBAfEMOro
nporpammoi APS. 3To MOXeT ObITb akTyasbHO B pPAfe TUMOBbIX Cly4aeB:

e [l1ucbMo oTnpaBAseTcs aAMUHUCTPaTOPY Yepes SMS Wto3 Ha MOBUAbHBbIV TenedOoH - HeobXxoAVMO nepejaBaTb MUHUMYM
nHpopmaLmu (pa3mep SMS orpaHnyeH 1 Ans NUHUMAHUA CYLLLHOCTM NPOo61eMbl 4OCTaTOMHO COKpaLleHHON nHdopmaumnm)

® [lncbMo 06pabaTbiBaeTCs He YESIOBEKOM, @ HEKOTOPOU NPOrpaMMOi UK CKPUMTOM - B 3TOM C/lyYae JaHHble MOXHO NpeACTaBUTb

B BUAe, ya06HOM Ana napcvra u aHanusa
Bo3moxxHOCTb noaknro4yeHuna 1WabOHOB NOABUACL HaUNHasA C Bepcnn 1.90
dopmMmar wabnoHa

LLlabnoH xpaHUTCA B TEKCTOBOM ¢alisie ¢ paclumpenvem etf B nanke template v nmeet cnegytowmii opmar:

[Info]
Name=Ha3BaHue wabnoHa

[Header]
[Footer]
[HackerInfo]

[HackerPortInfo]

LLIabnoH copep>KnT HECKOIbKO CeKLMM, npuyeM Haanume cekumm [Info] obs3atensHo.

Cekuums Info

Cekuus Info gonkHa cogepxatb oba3aTenbHbll Napametp Name= <Ha3BaHue WabaoHa>. ITOT NapaMeTp 3aAaeT UMs, Noj KOTOPbIM
wabnoH oTobpaxkaeTcs B okHe HacTpoek. Kpome nmMeHn MOXHO yka3saTb napameTp MaxRecCount, KOTOpbIi 3agaeT MakcuManbHoe
KOJIMUYECTBO 3anuceil, BbIBOAVMMBIX B MUCbMO (MO YMONUYaHWNIO BbIBOAATCA BCe AOCTYMHbIe 3anMcy 06 aTakyroLnx)

Cekuun Header u Footer

Cekumun Header n Footer cogepykat gaHHble, O4HOKPATHO BbIBOAMMbIE B Hayane nucbMa (Header) 1 B KoHue nucbma (Footer). B atux
ceKuMAxX KpoMe MPON3BOJLHOIO TeKCTa AOMYCTUMbI MaKpOChl, 3aMeHAeMble B MOMEHT reHepaLny NMcbMa 3HaYeHNAMU (3T MakpoChl
JAONYCTUMbI B t06OW cexuum):

e #VERSION# - Bepcus nporpammbl APS (npumep - 1.90)
e #DB_VERSION# - [lata o6HOBNeHWs 1 Bepcus H6a3bl nopToB (Mpumep - 1.30 om 16.08.2004)



- flata dopmumpoBaHua nnucbma

#TIME# - Bpemsa popmupoBaHma nucbma

#LOCAL_IP# - IP agpec komnbtoTepa, Ha kKoTopom cpabotan APS
#LOCAL_HOST# - nma komnbtoTepa, Ha KoTopoM cpabotan APS

BaXkHO OTMETUTB, UTO MakpocChl cekummn Header n Footer noaaep>KnBaroTcs BO BCEX OCTa/IbHbIX CEKLMAX (UTO MONE3HO Npw
bopmupoBaHum oTueTa B BUAe Tabanubl uam XML danna)

Cekuusa Hackerinfo
Cekuus Hackerinfo coaepxuT WwabaoH, no kKoTopoMy GopMUPYOTCS AaHHble MO KOXAOMY U3 aTaKyHLLMX XOCTOB. B aToW cekuun
JONYCTVMbI MaKpOChl, 3aMEHsieMble B MOMEHT reHepaLun NUcbMa 3HaueHUsMU:

#HACKER_IP# - IP agpec aTakytoLero Komnbrotepa

#HACKER_HOST# - Vima xocTa ans atakyrowero IP (He Bceraa A0CTyMnHO)

#ATTACK_START_DATE# - [lata Hauyana aTaku (T.e. NepBOM NOMNbITKN coeanHeHns ¢ APS)

#ATTACK_START_TIME# - Bpems Hauana ataku

#ATTACK_END_DATE# - [laTa 3aBepLueHWs aTaku (T.e. NOCAeAHEN NONbITKN coeanHeHmns ¢ APS)

#ATTACK_END_TIME# - Bpems 3aBepLueHNs aTaku

#ATTACK_COUNT# - KosmuecTBo atak (T.e. CcyMMapHOe KOJIMYeCcTBO MOnbITok coeanHeHuns no TCP n naketos UDP)
#ATTACK_DOS_COUNT# - Koanuectso nogo3peHnii DOS

#ATTACK_PORT_COUNT# - KonnuectBo aTakoBaHHbIX MOPTOB

#ATTACK_PORT_COUNT# - KonnyectBo aTakoBaHHbIX MOPTOB

#ATTACK_PORT_DETAIL# - [leTann3npoBaHHble faHHble O nopTax (popmaT 1 cogep>XMMOoe AeTann3npoBaHHbIX JaHHbIX
onpegensetca cekumeri [HackerPortinfo]

e #ATTACK_EXPRESS_TEST# - Pe3ynbTathl 3kcnpecc-oLeHkm (ectb A DoS, Flood, ckaHnpoBaHwue - BbIBOAUTCA B TEKCTOBOM BUZeE B
TPW CTPOKM)

Cekuusa HackerPortinfo
Cekuus Hackerinfo cogepxuT wabaoH, no KoTopoMy GopMUPYOTCS AaHHbIe MO KOXAOMY U3 aTaKOBaHHbIX MOPTOB. B 3ToW cekuum
JONYCTVMbI MaKpOChl, 3aMeHsieMble B MOMEHT reHepaLun NUcbMa 3HaueHUsMU:

e #HACKER_IP# - IP agpec aTakyroLero koMmnototepa

o #HACKER_HOST# - Vima xocTa ans atakytoulero P (He Bcerga AOCTynHo)

e #PORT_NUM# - Homep nopra

e #PORT_PROTO# - MNpotokon (TCP nan UDP)

o #PORT_ATTACK_COUNT# - Koanuectso atak no AgaHHOMY MopTy

e #PORT_DOS_COUNT# - Konnyectso nogospeHuii DOS no gaHHOMY nopTty

e #PORT_DATA_SIZE# - O6beM gaHHbIX, MONYYEHHbIX MO JaHHOMY MOPTY OT aTaKytoLero
e #PORT_FLOOD_INFO# - Mpu3sHak Gaysa B TEKCTOBOM BUje

Mpumepsbl wabnoHoB
MpumMepbl WabsoHOB
PacccMOTpUM HECKONBKO TUMOBBIX MPVYMEPOB LaboHOB:

1. TunoBoi wWa6noH, popMUpyOLLMIA MTUCbMO, MOX0XKee Ha CTaHAapTHo Nnucbmo APS

[Info]
Name=TunoBoi wWabnoH NUCbMa

[Header]
MoyToBOe onoBeweHne nporpammsl APS, cdopmvpoBaHo B H#TIME#
Bepcus nporpammbl APS: #VERSION#, 6a3a nopTtoB #DB_VERSION#

[Footer]

[HackerPortInfo]
#PORT_NUM#/#PORT_PROTO# - konuyecTBo aTak:#PORT_ATTACK_COUNT#, Dos: #PORT_DOS_COUNT#, obbem: #PORT_DATA_SIZE#

[HackerInfo]

ATakytowmin xocT: #HACKER_IP# #HACKER_HOST#

llaTa n BpemA Hadana aTaku: H#ATTACK_START_DATE# #ATTACK_START_TIME#

llaTa n BpemAa nocnegHero ckaHuposaHuA: #HATTACK_END_DATE# #ATTACK_END_TIME#
KOJI-BO CKaHUPOBaHUM: #ATTACK_COUNT#

KON-BO nopo3peHun Ha DoS: #ATTACK_DOS_COUNT#

ATakoBaHo nopTtoB: #ATTACK_PORT_COUNT#, noapobHocTH:

#ATTACK_PORT_DETAIL#

#ATTACK_EXPRESS_TEST#

2. TunoBoii wa6noH, popmupytowmii oruet B popmare XML



[Info]
Name=llabnoH nucbma ¢ XML AOKYMEHTOM

[Header]

[Footer]

[HackerPortInfo]

[HackerInfo]

#ATTACK_PORT_DETAIL#

3. TunoBoW wWa6aoH, popmupyoLNI MUHUMa/IbHBIA MO 06beMy OTuUeT ANA oTnpaBKku no SMS

[Info]
Name=TunoBoi wabnoH SMS

[HackerInfo]
#HACKER_IP# #HACKER_HOST#: #ATTACK_COUNT#/#ATTACK_DOS_COUNT#/#ATTACK_PORT_COUNT#

4. Tunoeoii wa6noH, popmupytowmin Tabamuy CSV popmara ana aHanmsa B Excel

Name=TunoBo# wabnoH nucema B dopmaTe SMS

[HackerPortInfo]
#HACKER_IP#; #HACKER_HOST# ; #PORT_NUM# ; #PORT_PROTO# ; #PORT_ATTACK_COUNT# ; #PORT_DOS_COUNT# ; #PORT_DATA_SIZE#

[HackerInfo]
#ATTACK_PORT_DETAIL#



